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# [DRIVE LETTER]:\RUNDLLE4.dIl.vbs
# [DRIVE LETTER]:\autorun.inf

}

VANATTEAVTG "MSConfigs" = "SoWindirte\RUNDLLEA.dIl.vbs™
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HEEY _LOCAL MACHINEYSOFTWARE\Microsoft Windowsh,
CurrentVersion\Run
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WRLATSAVE "Window Title" = "HELLD WORLD i am VB" Tu
HKEY CURRENT USER\Software\Microsoft\Internet Explorer!,
Main

vaTAly titte bar vaaTusuasu IE fiF131 "HELLO WORLD i am VB"

:
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v Lock the Taskbar
Properties

717 3 uaavilay/swiiandny1ii Task bar

o a va

3. &vsRavidad Aaliliausanasiuiy All program 2ae Start menu zasszuudiifinng
Fuland 6oz ﬂﬁ

@ Tour Windows XP 'E?

7177 4 uaaviuy Start vavszuyififnisiulaid XP

4. &avidag tialviuyadnaniddauiludi “Autoplay” 6931l 5

gueiilssa1uvrun1ssawialu/aansianauiinaasilssine Ine @ ai T
mele gueitnaluladbidnnsailnduazanauinaasuiive1é Tha Computer Emepency Fasgense Tham

%1 330 7



Hard Disk Drives AutoPlay
MO Prompk He

Morkon PartitiontMagic 5.0

Open
Explore

Devices with Remc  Sharing and Security..

Copy To

. H 3.5 Floppy Mowe To..,
\J? I Unlocker

B addto archive...

B add to "archive.rar"

B Compress and email...

B Compress to "Archive.rar” and email

’ - / ’
7171 5 uaavilaydwiuyidiaviin1sadny19 laswen1wg

u

viuam.iumu

1. eiTuanlWa ThaiCERT HotFix Engine v1.0 a1n
http://www.thaicert.org/thaicert hotfix/thaicert hotfix vl 0 install.exe
2. vinnmshadelaaduiiiandnina thaicert_hotfix_vl_0_install.exe msﬂm 6
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_w1_0_install,
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C:\Program Files\ThaiCERT HotFix\

&1 ThaiCERT HotFix v1.0 - Installer

Press Install button to start extraction.

Use Browse button to select the destination folder
from the folders tree. It can be also entered
manually.

If the destination folder does not exist, it will be
created automatically before extraction.

Destination foldsr

.
Installation progress

I Imstall I [ Cancel l
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C:\Program Files\ThaiCERT HotFix\

¥+ ThaiCERT HotFix - Signature Update 05/04/2007 =19
+ Press Install button to start extraction.
@ » Use Browse button to select the destination folder
from the folders tree. It can be also entered
manually.

» Ifthe destination folder does not exist, it will be
created automatically before extraction.

Destination folder

vl [ Browse: ]

Installation progress
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[ Install 1 [ Cancel ]
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Path Source

CHDOCUMENTS AND SETTINGS|\PHOPIMY DOCUMENTSIRUNDLLES, ... Process Terminate:
CHWINDOWS|\RUNDLLES DLL.VES HKEY_LOCAL_MAC
CHDOCUMENTS AND SETTINGS\PHOPIMY DOCUMENTS\RUNDLLES, ... Virus File Exist
CwWINDOWS|\RUNDLLES DLL.VES Yirus File: Exist
CAAUTORUM, INF Wirus File Exist
CHRUNDLLES,DLL.VES Wirus File Exist
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E\RUMDLLE4 . DLL.YBS Yirus File Exist
CHWINDOWSIRUNDLLES DLL.VES Yirus File Exist

CDOCUMENTS AMD SETTINGS|PHOPIMY DOCUMENTS|RUMDLLES. ... Virus File Exisk

(57

I IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII] Clean

T
oo

7197 13 uaavsranis IWavisavavariraraasiuviuauvsa lasanauay

o

11. na Clean waauruauaanannadasnaniinas 6ol 14

S

gueiilssa1uvrun1ssawialu/aansianauiinaasilssine Ine @ ai T
mele gueitnaluladbidnnsailnduazanauinaasuiive1é Tha Compuler Emergency Rasgense Team

%1 630 7



© ThaiCERT HotFix

QROB! NeCTEC

a memberof NSTDA

Wirus Name Path Source

[ @arunDLLES CADOCUMENTS AND SETTINGS{PHOPIMY DOCUMENTS\RUNDLLES. ...  Process Terminate:
EIRUNDLLES CAWINDOWS\RUNDLLE.DLLYBS HKEY_LOCAL_MAC
ERUNDLLES CADOCUMENTS AND SETTINGS\PHOPIMY DOCUMENTSIRUNDLLES, ... Virus File Exist
EIRUNDLLES CAWINDOWS|RUNDLLE.DLL YBS Virus File Excist
€ auToRUN CAALITORLIN, TNF Virus File Excist
@I RUNDLLES CARUNDLLE4. DL VBS Virus File Excist
&3 AUTORLIN E:\ALTORUM,INF Virus File Excist
EIRUNDLLES E:\RUNDLLES DL YES irus File Excst
EIRUNDLLES CAWINDOWS|RUNDLLE.DLL.YBS Virus File Excist
EIRUNDLLES CADOCUMENTS AND SETTINGS\PHORYMY DOCUMENTSIRUNDLLES, ... Virus File Exist
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Wirus Narme Path Source
Fl QRUNDLLS‘? CHDOCUMENTS AMD SETTINGS|PHOPYMY DOCUMENTSIRUNDLLES, ... Process Terminater
@ ruNDLLES CHWINDOWS|RUNDLLES . DLL.VES Registry Key Delet

@ RUNDLLE P [OCUMENTS|RUNDLLE. ... Fils Deleted Succes
LIRS [Information File Deleted Sucres
— Filz Deleted Succes
Filz Deleted Succes
Filz Deleted Succes

OAUTORU i )  3canning is completed

Yiruses are cleaned File Deleted Succes

File: Mok Found
DOCUMENTS|\RUNMDLLG4. ... File Mok Found
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